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LINGUISTIC PROFILING: INSTRUMENTS, METHODS AND ROLE IN NATIONAL SECURITY
The article describes linguistic profiling as a combination of linguistics, psychology, forensic science, and computational methods to analyze speech and text to identify individual and group traits. Advances in NLP and machine learning have expanded its applications to security, intelligence, law enforcement, and political analysis. It aids in detecting disguised identities, identifying anonymous authors, analyzing threats, and combating disinformation. Key tools like LIWC, IBM Watson, and Praat process phonetic, syntactic, and semantic data for profiling. Additionally, linguistic profiling is crucial in hybrid warfare, influencing public opinion and exposing manipulative narratives. Further technological advancements will enhance digital security, forensic investigations, and information resilience.
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Черниш О.А., Малиновська С.В., Ткачук А.Г., Кравчук А.Р. Лінгвістичний профайлінг: інструменти, методи та роль у національній безпеці.
Лінгвістичний профайлінг є міждисциплінарною галуззю, що поєднує лінгвістику, психологію, криміналістику та обчислювальні методи для аналізу мовлення й тексту з метою ідентифікації індивідуальних та групових характеристик. Завдяки розвитку алгоритмів обробки природної мови (NLP) і методів машинного навчання профайлінг значно розширив свої можливості, виходячи за межі атрибуції авторства та охоплюючи класифікацію текстів, визначення рідної мови автора та оцінку потенційних загроз. У статті розглядаються ключові сфери застосування лінгвістичного профайлінгу, зокрема у сфері безпеки, розвідки, правоохоронної діяльності та політичного аналізу. У контррозвідці профайлінг дозволяє виявляти замасковані ідентичності, простежувати мовленнєві патерни та розкривати приховані стратегії комунікації. Правоохоронні органи використовують лінгвістичний аналіз для ідентифікації анонімних авторів, аналізу загрозливих повідомлень та розрізнення маніпулятивної або оманливої мови. У політичній сфері профайлінг застосовується для аналізу суспільних настроїв, оцінки риторики та розробки стратегічних повідомлень. Важливу роль лінгвістичний профайлінг відіграє і в боротьбі з дезінформацією, допомагаючи виявляти пропаганду, маніпулятивні наративи та кіберкампанії впливу. 
Дослідження також аналізує сучасні інструменти профайлінгу, такі як LIWC, IBM Watson, Praat тощо, які використовуються для обробки фонетичних, синтаксичних і семантичних даних з метою ідентифікації мовця та оцінки його психологічного стану. Окрему увагу приділено значенню лінгвістичного профайлінгу у гібридній війні, де мова відіграє вирішальну роль у формуванні суспільної думки та дестабілізації суспільств. 
Отримані результати підкреслюють необхідність подальшого розвитку технологій лінгвістичного профайлінгу для підвищення рівня цифрової безпеки, вдосконалення судово-лінгвістичних досліджень та посилення стійкості до інформаційних загроз. Інтеграція методів комп’ютерної лінгвістики, штучного інтелекту та поведінкового аналізу сприяє глибшому розумінню мовленнєвих патернів, що дозволяє з більшою точністю виявляти лінгвістичні маркери, пов’язані з маніпуляціями, екстремізмом та когнітивними намірами.
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Introduction
The advancement of computer technologies and their computational capabilities has led to the development of powerful algorithms capable of processing complex data within seconds. This progress has significantly contributed to the emergence of modern natural language processing (NLP) algorithms. Contemporary NLP methods consider a text's context and structure rather than focusing solely on one aspect.
The development of advanced NLP pipelines and the availability of large-scale linguistic corpora have enabled the creation of a new generation of data-driven analytical tools. These technological advancements have significantly simplified the process of addressing fundamental linguistic research questions and solving various analytical challenges. Such analyses help identify a set of linguistic variables best suited for specific tasks, allowing for the application of machine learning algorithms to develop corresponding models. These models characterize texts based on linguistic features and, combined with advanced statistical methods, facilitate the resolution of complex linguistic problems.
This study analyzes linguistic profiling methods and technologies, explores their application in security and judicial fields, and examines their role and relevance in crises.
Research Methods
This study employs a descriptive method, enabling the systematization and generalization of existing scientific approaches to linguistic profiling while defining its key concepts, characteristics, and application areas. This method has been utilized to analyze the theoretical foundations of profiling, describe its tools, and examine its implementation in security, intelligence, law enforcement, and countering disinformation. Additionally, the study investigates profiling technologies, including NLP algorithms, machine learning techniques, and software for analyzing textual and phonetic characteristics and assesses their effectiveness in addressing specific practical issues.
The Main Material
One of the fundamental questions in linguistics is identifying textual patterns and determining linguistic features — a process known as linguistic profiling (Halteren, 2004). This effort has led to several new research directions, including text genre identification (Paltridge, 1994), native language detection (Cimino et al., 2017), author identification (Coulthard, 2004), and authorship attribution and verification (Gamon, 2004; Halteren, 2007).
Linguistic profiling is becoming increasingly significant as it serves as a vital tool for addressing various social, political, and security issues. It provides methods for analyzing individuals' and groups' linguistic and psychological characteristics, which can significantly influence multiple areas, including justice, law enforcement, politics, and media (Baugh, 2009). In particular, linguistic profiling is frequently used in criminal investigations to identify potential authors of written or spoken communications. It involves examining language to reveal regional, social, or cultural traits, assisting law enforcement agencies in gathering additional evidence or determining the origins of a specific text (Schilling & Marsters, 2015). Furthermore, establishing a distinct linguistic profile for different types of texts can be applied to classification tasks and readability assessments (Dell’Orletta et al., 2013).
In information warfare and disinformation, linguistic profiling allows for identifying linguistic features used to manipulate public opinion. Analyzing social media texts enables the detection of information attacks and narratives aimed at inciting conflicts or fostering distrust toward institutions.
Furthermore, linguistic profiling is effectively used in political campaigns to assess the rhetoric of political figures or predict public sentiment (Gibson, 2022). It also plays a role in examining cultural and social changes within a country, as it enables the tracking of shifts in linguistic habits, the evaluation of the effects of globalization on language and culture, and the analysis of the transition to the Ukrainian language as the primary mode of communication in various regions.
Linguistic profiling becomes particularly significant in times of armed conflict and hybrid warfare, such as the ongoing war in Ukraine. Profiling plays a crucial role in identifying potential threats, where timely analysis of speech messages aids in detecting possible malicious actions by an enemy, criminals, recruiters, or propagandists (Baugh, 2023).
Linguistic profiling is an essential tool in the spheres of security, intelligence, counterintelligence, and counterterrorism operations, as it enables:
1. Agent identification: analyzing linguistic habits, accents, word choices, and speech structures helps identify spies or infiltrators. Subtle linguistic differences, including grammatical errors, specific idiomatic expressions, or tonal features characteristic of another country or region, may reveal the true origins of a suspect.
2. Communication analysis: criminals often rely on codes, ciphers, and metaphorical language in their communications. Linguistic profiling helps uncover hidden meanings in speech patterns, allowing for the detection of suspicious activity.
3. Determination of nationality or cultural identity: linguistic profiling enables the identification of an individual’s native language or cultural background based on their speech patterns. This is particularly valuable for detecting foreign agents attempting to integrate into a specific community or country. Analyzing grammatical structures, intonation, and pronunciation helps determine whether a person is truly a native speaker of the language they use.
4. Recognition of disinformation campaigns and propaganda: Profiling facilitates the identification of suspicious campaigns by analyzing tone, style, and linguistic structure in media or social networks. It helps assess whether messages originate from external sources or are part of an organized operation.
5. Linguistic profiling facilitates espionage investigations by comparing writing styles across different texts. It assists in establishing the authorship of documents linked to intelligence activities.
6. Interception and decryption of communications: Profiling aids in deciphering encrypted messages, identifying communication patterns, and analyzing specific linguistic markers used by spies or criminals. This allows intelligence agencies better to understand espionage networks and the nature of exchanged data.
7. Psychological profiling through language: linguistic profiling effectively assesses the psychological state of spies or individuals involved in espionage. Analyzing verbal expressions across different situations can reveal stress levels, fear, or hostility, contributing to the creation of a suspect's psychological profile.
Thus, linguistic profiling is a valuable and effective tool for uncovering espionage activities, decoding communications, and analyzing speech characteristics that enhance intelligence operations and national security.
Being a complex and multi-step process, linguistic profiling involves the following stages:
1. Data collection. Gathering written or spoken samples from documents, phone conversations, social media messages, or other linguistic sources. The sample must be representative and relevant to the research objective.
2. Preliminary analysis. Conducting an initial review of textual or spoken material to evaluate general linguistic characteristics, such as speech type (formal or informal), phrase length, word choice, and sentence structure. This helps identify the personal or cultural features of the speaker.
3. Phonetic and phonological analysis. Studying pronunciation, speech rhythm, and phonetic variations to determine regional or native language influences.
4. Morphological and syntactic analysis. Examining grammatical structures, verb tenses, case usage, and sentence constructions to assess education level, linguistic competence, and cultural background.
5. Semantic analysis. Investigating word meanings and recurring expressions to uncover topics of interest, ideological positions, and potential coded messages.
6. Psycholinguistic analysis. Evaluating emotional and psychological aspects of speech, such as aggression, anxiety, or confidence levels.
7. Sociolinguistic analysis. Identifying dialects, professional jargon, and linguistic markers that reflect social class, education level, and cultural influences.
8. Stylistic analysis. Analyzing individual speech or writing style by detecting word choices, unique expressions, and repetitive grammatical patterns can indicate profession, education, or habitual linguistic tendencies.
9. Integration and profile creation. Combining the collected data to develop a comprehensive linguistic profile of an individual or group. The profile includes nationality, social status, cultural background, emotional state, and possible professional traits, essential in criminal investigations and disinformation detection.
Thus, profiling is a complex and multi-stage process that requires in-depth analysis of linguistic data to obtain relevant information and accurate conclusions about an individual's personal characteristics, emotional state, intentions, or cognitive processes. For an objective and practical data analysis, a range of software tools and instruments are available, namely:
· LIWC (Linguistic Inquiry and Word Count) is a specialized text analysis tool that categorizes words into specific groups and determines a text's author's emotional state and psychological characteristics.
· TAT (Text Analysis Tool) – a text analysis tool that allows for keyword detection, word count, frequency analysis, and the creation of various lexical profiles.
· IBM Watson Natural Language Understanding – an AI-based service that applies machine learning algorithms to analyze text, enabling emotion recognition, tone analysis, and relationships between textual elements.
· SentiStrength – a sentiment analysis tool that determines each statement's positive or negative tone.
· Praat is a linguistic analysis program that processes audio data and examines phonetic characteristics of speech (intonation, timbre, pauses, etc.) to assess nonverbal communication elements.
· NVivo – software for data analysis, including text-based documents.
· WordStat – software designed for content analysis, examining linguistic and semantic aspects of text creation of lexical categories and thematic maps.
· Leximancer – a tool for automatic semantic analysis of texts, enabling the identification of key topics, narratives, and concepts, with results visualized in concept maps.
· AntConc – a corpus analysis tool that calculates word frequency, collocations, keyword searches, context analysis, and text comparisons.
· ATLAS.ti – a linguistic data analysis tool for processing text, audio, and video materials, supporting text coding, and identifying hidden trends (intentions, narratives).
These tools enable linguistic profiling, which facilitates effectively identifying key psychological, emotional, and cognitive aspects of communication.
Conclusions
Consequently, linguistic profiling is a multidisciplinary approach that combines linguistics, psychology, forensic science, and computational methods to support national security, information policy, and counter-disinformation efforts. This powerful speech analysis method identifies speakers' social, psychological, and cultural characteristics, essential for various fields of research and intelligence in the modern world. By employing a comprehensive approach, such research encompasses phonetic, morphological, syntactic, semantic, psycholinguistic, and stylistic analysis. Integrating these data ensures accurate linguistic profiles for both scientific and practical applications, enhancing the speed and precision of analysis. Further advancements in natural language processing, the expansion of linguistic corpora, and the analysis of digital communication patterns will increase the effectiveness of linguistic profiling in cybersecurity and intelligence operations. Concerning research perspectives, the author intends to explore and analyze these linguistic profiling tools in greater detail, evaluating their effectiveness, applicability, and potential advancements in relevant fields.
REFERENCES
1. Baugh, J. (2009). Linguistic Profiling, Education and the Law within and beyond the African Diaspora. The languages of Africa and the diaspora: Educating for language awareness, 214-230. 2. Baugh, J. (2023). Linguistic profiling across international geopolitical landscapes. Dædalus, 152(3), 167-177. 3. Cimino, A., Wieling, M., Dell'Orletta, F., Montemagni, S., & Venturi, G. (2017). Identifying Predictive Features for Textual Genre Classification: the Key Role of Syntactic Features. In CLiC-it 2017: Italian Conference on Computational Linguistics. 4. Coulthard, M. (2004). Author identification, idiolect, and linguistic uniqueness. Applied linguistics, 25(4), 431-447. 5. Dell’Orletta, F., Montemagni, S., & Venturi, G. (2013, September). Linguistic profiling of texts across textual genres and readability levels. An exploratory study on Italian fictional prose. In Proceedings of the International Conference Recent Advances in Natural Language Processing RANLP 2013 (pp. 189-197). 6. Gamon, M. (2004). Linguistic correlates of style: authorship classification with deep linguistic analysis features. In Coling 2004: Proceedings of the 20th international conference on computational linguistics (pp. 611-617). 7. Gibson, B. D. (2022). We Speak the Queen's English: Linguistic Profiling in the Legal Profession. Brook. L. Rev., 88, 601. 8. Halteren, H. V. (2004). Linguistic profiling for authorship recognition and verification. Proceedings of the 42nd Annual Meeting of the Association for Computational Linguistics (ACL-04), 21–26 July 2004, Barcelona, Spain. 9. Halteren, H. V. (2007). Author verification by linguistic profiling: An exploration of the parameter space. ACM Transactions on Speech and Language Processing (TSLP), 4(1), 1-17. 10. Paltridge, B. (1994). Genre analysis and the identification of textual boundaries. Applied linguistics, 15(3), 288-299. 11. Schilling, N., & Marsters, A. (2015). Unmasking identity: Speaker profiling for forensic linguistic purposes. Annual Review of Applied Linguistics, 35, 195-214.

